In this study, we construct balanced Boolean functions with a high nonlinearity and an optimum algebraic degree for both odd and even dimensions. Our approach is based on modifying functions from the Maiorana-McFarland's superclass, which has been introduced by Carlet. A drawback of Maiorana-McFarland's function is that their restrictions obtained by fixing some variables in their input are affine. Affine functions are cryptographically weak functions, so there is a risk that this property will be exploited in attacks. Due to the contribution of Carlet, our constructions do not have the potential weakness that is shared by the Maiorana-McFarland construction or its modifications.
Introduction
Boolean functions used in cryptosystems are required to have good cryptographic properties, such as balancedness, a high nonlinearity and a high algebraic degree, to ensure that the systems are resistant against linear cryptanalysis [1] . By achieving optimum nonlinearity, bent functions resist linear attacks in the best possible manner ( [2] , [3] ). However, they are improper for direct use since they are not balanced. Moreover, they exist only in even dimensions. This has led people to search for new classes of Boolean functions that behave like a bent function. Such a class of functions is often called "3-valued," or "plateaued," or "bentlike" ([4] - [8] ), that is, such a function takes only three Walsh spectrum values 0, ±2 i for a positive integer i, and can be balanced for both odd and even dimensions. (Note that if a Boolean function is said to have a 3-value spectra, this means that its spectra have three distinct values, and one spectrum value is zero and the other two are opposite numbers. By Parseval's equality, nonzero spectrum values must be ±2 i with i > 2 n 2 .) Based on the divisibility of the Walsh transform, an nvariable Boolean function f with 3-value spectra 0, ±2 i must satisfy deg( f ) ≤ n − i + 1 [9] . When n is odd, f can achieve the nonlinearity 2 n−1 − 2 n−1 2 (such a value is called the bent concatenation nonlinearity), but the degree of f is bounded When n is even, f can achieve the nonlinearity 2 n−1 −2 n 2 and its degree should satisfy deg( f ) ≤ n 2 . So, for n-variable functions f with 3-value spectra, 2 n−1 − 2 n−1 2 (2 n−1 − 2 n 2 ) is their maximal nonlinearity for odd (even) n, and they do not have a high algebraic degree near n. Also, they have high divisibilities of their Walsh spectra, and there is a risk that this property can be exploited in attacks against block ciphers as describled in [10] . So it is of interest to construct balanced functions with a high nonlinearity and a high algebraic degree.
When n is odd, to the best of our knowledge, there is no other known way to construct n-variable Boolean functions with a nonlinearity larger than the bent concatenation nonlinearity unless the Patterson-Weidemann functions or their modifications are used as building blocks ( [11] , [12] ). We will construct balanced functions achieving a bent concatenation nonlinearity and possessing an optimum algebraic degree. For n being even, Carlet gives two concrete classes of n-variable functions with the nonlinearity 2
(this value is the best nonlinearity for balanced functions when n ≤ 26 and n 2 is odd), where n 4 denotes the largest integer not exceeding n 4 [13] . Essentially, these functions are not new and can be constructed by Dobbertin's method [14] , where the algebraic degree is not considered. We will construct n-variable balanced functions with a nonlinearity close to 2 n−1 − 2 n 2 −1 − 2 n 4 whilst possessing an optimum algebraic degree for an even n. Although many functions with good cryptographic properties can be obtained from the Maiorana-McFarland construction or its modifications ( [15] - [19] ), as pointed out in [13] , there may exist a weakness in these functions as the derived functions, by fixing certain input bits of these functions, are affine. To avoid this drawback, Carlet introduced a concept of Maiorana-McFarland's superclass. Different from previous constructions, our approach is based on modifying functions from the Maiorana-McFarland's superclass. Due to the contribution of Carlet to the superclass, our constructions do not have this drawback. This paper is arranged as follows: In Section 2 we give some definitions and preliminaries. In Sections 3-4, we describe some Boolean functions from the MaioranaMcFarland's superclass and their use as building blocks to construct balanced Boolean functions with a high nonlinearity and algebraic degree for both odd and even dimensions.
Preliminaries
In this paper, we shall distinguish between the additions of integers in the real field R, denoted by + and i , and the additions mod 2, denoted by ⊕ and ⊕ i . x denotes the largest integer not exceeding x.
First we review some basic facts about Boolean functions.
A Boolean function in n variables is an F 2 -valued function on the space F n 2 of n-tuples over F 2 . Every Boolean function f on F n 2 admits a unique representation as a polynomial over F 2 in n binary variables of the form
This representation is called the algebraic normal form (ANF) of f . We will call the degree of ANF the algebraic degree of f and denote it deg( f ). The truth table of the func-
The Walsh transform of an n-variable function f : Let η, η 1 , and η 2 be binary strings of the same length. The bitwise complement of η is denoted by η c . We denote the number of places where η 1 and η 2 are distinct |(η 1 η 2 )|. The Hamming distance between η 1 and η 2 is
The Hamming weight of η is the number of entries 1 in η and is denoted by wt(η). The concatenation of η 1 followed by η 2 is denoted by η 1 η 2 . Let η be the truth table of the function f . If the context is clear, we will use η and f without distinction for simplicity.
Let A(n) (L(n)) denote the set of all n-variable affine (linear) functions. The nonlinearity N f of an n-variable function is defined as
Bent functions have an optimal nonlinearity [3] , but are not balanced, so they can not be directly used in the design of cryptosystems. Functions with 3-value spectra behave like a bent function and can be balanced for both odd and even dimensions, however, the trade-off between the nonlinearity and algebraic degree of these functions is not very good. Furthermore, the nonlinearity of functions with 3-value spectra in the even dimension is not fully satisfactory. Our purpose is to obtain balanced Boolean functions with a high nonlinearity whilst possessing an optimum algebraic degree.
Some Functions from Maiorana-McFarland's Superclass
The Maiorana-McFarland construction provides a class of cryptographic Boolean functions. A drawback of MaioranaMcFarland's function is that their restrictions obtained by fixing some variables in their input are affine [13] . Affine functions are cryptographically weak functions, so there is a risk that this property is exploited in attacks. To avoid this drawback, Carlet introduces a new class of functions, the Maiorana-McFarland's superclass, which leads to a larger class of cryptographic Boolean functions ( [8] , [13] ).
In this section, we will describe some functions from the Maiorana-McFarland's superclass and use them as building blocks to construct new Boolean functions in Section 4.
We will frequently use the following lemma to calculate the spectra of Boolean functions. Refer to [20] , for information regarding the quadratic form over a finite field. By choosing suitable functions ψ, φ, g of f ψ,φ,g (x, y) in [13] , we can obtain the following functions:
Functions with 2k
where a = (a k , · · · , a 2m+2 , a 2m+1 ). Making an invertible affine transformation of x:
By Lemma 1, we have
where x, y and c 0 are given as in Section 3.1, z ∈ F 2 , k is assumed to be even and k > 2m [13] . Similarly as in Section 3.1, 2
and c ∈ F 2 , and
3.3 Functions with 2k − 2m + 1 Variables for Odd k
where x, y, z and c 0 are given as in Section 3.2, and k is assumed to be odd and k > 2m [13] . Similarly,
Constructing Cryptographic Functions by Modifications
In this section, we will modify those functions constructed in Section 3 to obtain cryptographic good functions for both odd and even dimensions. First, we construct Boolean functions for odd dimensions.
Construction 1:
Assume m > 0, n = 2k − 2m + 1, and let the function f 0 of n − 1 variables be defined as in Section 3.1. Define an n-variable function f as
For convenience, to characterize the cryptographic properties of f , we first give its equivalent description.
Lemma 2.
We define a function of n − 1 variables f i :
,
Proof: This lemma is obvious by checking the following two equalities.
With
2 and its algebraic degree is n − 1.
Proof: First we know that the algebraic degree of f constructed as construction 1 is n − 1 by 3.1 and 
is balanced. Thus using Lemma 2,
and so, f is balanced. For arbitrary odd n = 2p 
, then by Lemma 1,
Case 2: Next we consider linear functions of the form ll c ∈ L(n). We write l = l u 1 l u 2 l v , where l u 1 , l u 2 and l v are binary strings of length 1, 2 k −1 and 2 2k−2m −2 k , respectively. Then
Note that η 1 η 2 is the truth table of the k-variable function
Combining the two cases, for l ∈ A(n),
2 and the proof is complete.
Because wd(η 1 , η 2 ) = λ − 2d(η 1 , η 2 )(λ is the length of η 1 , η 2 ), it is easy to determine that the function f has nine distinct values ±2 Now we construct Boolean functions for even dimensions.
Construction 2:
Assume k is even, k > 2m, n = 2k −2m+2, and let the function g 0 of n − 1 variables be defined as in Section 3.2. We define an n-variable g as
The following lemma gives an equivalent description for g.
Lemma 3.
We define the functions of n − 1 variables g i : F n−1 2 → F 2 by modifying g i (i = 0, 1) as
i.e., g = g 0 g 1 .
Proof: This lemma is clarified by checking the following equations. Proof: Taking m = 1 in construction 2, we have n = 2k and n ≡ 0 mod 4. Since deg(g 0 (x)) ≤ n − k 2 and k > 2m = 2, we know that the algebraic degree of g constructed in construction 2 is n − 1.
In Section 3.2, g 0 is a concatenation of 1 quadratic function of 2k − 2 variables and 2 k−2 distinct quadratic functions of k variables, and its truth table can be written as η 1 η 2 η 3 η 4 , where η 1 , η 2 , η 3 and η 4 are binary strings of length 1, 2 2k−2 − 1, 2 k and 2 2k−2 − 2 k , respectively. Similarly, the truth table of g 1 can be written as η 
Next we show that
Case 1: We first consider linear functions of the form ll ∈ L(n), where l ∈ L(n − 1). l = l u l v , where l u and l v are binary strings of length 2 2k−2 +2 k and 2 2k−2 −2 k , respectively. Then
Similarly to that for Theorem 1, we have
and thus
Case 2: Next we consider linear functions of the form ll c ∈ L(n). l = l u 1 l u 2 l u 3 l v , where l u 1 , l u 2 , l u 3 and l v are binary strings of length 1, 2 2k−2 − 1, 2 k and 2 2k−2 − 2 k , respectively. Then
Note that η 1 η 2 is the truth table of the function
η 3 is the truth table of the k-variable function
Thus, for any l ∈ L(n − 1), 
Construction 3:
Assume k is odd and k > 2m. Set n = 2k − 2m + 2 and let the function h 0 of n − 1 variables be defined as in Section 3.3. We define an n-variable function h as
Lemma 4 gives an equivalent description for h.
Lemma 4.
We define the functions of n − 1 variables h i :
i.e., h = h 0 h 1 . 
is balanced. When z = 1 and y 0, the function of x, that is,
is also balanced. Thus by Lemma 4,
and so, h is balanced.
Next we show that
Case 1: We first consider linear functions of the form ll ∈ L(n), where l ∈ L(n − 1). l = l u l v 1 l v 2 , where l u , l v 1 and l v 2 are binary strings of length 2 2k−2 , 2 k and 2 2k−2 − 2 k , respectively. Then 
\ {0}, and η 3 is the truth table of the function
2 , then using Lemma 1, 
Note that η 1 η 2 is the truth table of the function,
and that l u 1 l u 2 ∈ L(2k − 2), by Lemma 1,
Thus, for any l ∈ L(n − 1),
and for any l ∈ A(n),
, and the proof is complete.
The Walsh spectra of function h constructed as in construction 3 contain nine distinct values ±2 4 is the best known nonlinearity for balanced n-variable functions [13] . Carlet claims that this nonlinearity can be attained only with his method in [13] and that of Dobbertin's in [14] . In fact, these functions constructed by Carlet are not new and can be obtained by Dobbertin and maximal algebraic degree for n ≤ 26.
To end this section, we give three examples of functions, each of which is constructed as one of the above three constructions.
f (x 7 , · · · , x 1 ) = x 7 ⊕ x 1 x 2 ⊕ x 3 x 4 ⊕ x 3 x 5 ⊕ x 4 x 6 ⊕ x 5 x 7 ⊕x 6 x 7 ⊕ x 3 x 4 x 5 ⊕ x 3 x 4 x 6 ⊕ x 5 x 6 x 7 ⊕ x 3 x 4 x 5 x 6 ⊕ (1 ⊕ x 6 ) · · · (1 ⊕ x 2 )(1 ⊕ x 1 ), g(x 8 , · · · , x 1 ) 
The nonlinearity and algebraic degrees of these functions are described in Table 1 . A 6-variable Boolean function with 3-value spectra may achieve the nonlinearity of h(x 6 , · · · , x 1 ), but for even n > 6, the nonlinearity of nvariable functions constructed by our method is higher than that of any n-variable functions with 3-value spectra. For n ≥ 6, all n-variable functions constructed in this paper achieve an optimum algebraic degree, which is impossible for n-variable functions with 3-value spectra.
Conclusion
By modifying the Maiorana-McFarland's superclass functions, we have constructed balanced n-variable Boolean functions with a high nonlinearity and an optimum algebraic degree for n ≥ 6.
